








The C
om

pany has adopted specific C
PN

I policies to ensure that, in the absence of custom
er approval, 

C
PN

I is only used by the C
om

pany to provide or m
arket service offerings am

ong the categories of service 
(i.e., local, interexchange, and C

M
R

S) to w
hich the custom

er already subscribes.  The C
om

pany's C
PN

I 
policies prohibit the sharing of C

PN
I with affiliated com

panies, except as perm
itted under Rule 

64.2005(a)(1) or w
ith custom

er approval pursuant to R
ule 64.2007(b).  The only exceptions to these 

policies are as perm
itted under 47 U

.S.C
. § 222(d) and R

ule 64.2005.

In all circum
stances w

here custom
er approval is required to use, disclose or perm

it access to C
PN

I, the 
C

om
pany's C

PN
I policies require that the C

om
pany obtain custom

er approval through w
ritten, oral or 

electronic m
ethods in com

pliance w
ith R

ule 64.2007.  A
 custom

er's approval or disapproval rem
ains in 

effect until the custom
er revokes or lim

its the approval or disapproval.  The C
om

pany m
aintains records 

of custom
er approval (w

hether w
ritten, oral or electronic) for a m

inim
um

 of one year. 

U
se of O

pt-O
ut and O

pt-In Approval Processes

E
xcept as otherw

ise perm
itted under R

ule 64.2005, the C
om

pany's C
PN

I policies require that the 
C

om
pany obtain a custom

er's "opt out" or "opt in" approval pursuant to R
ule 64.2007(b) before the 

C
om

pany m
ay use C

PN
I to m

arket com
m

unications-related services or disclose C
PN

I to its agents or 
affiliates that provide com

m
unications-related services for m

arketing purposes.  The C
om

pany does not 
use C

PN
I for any other purposes, and does not disclose or grant access to C

PN
I to any other party, except 

as perm
itted under 47 U

.S.C
. § 222(d) and R

ule 64.2005. 



Notification, 
G

enerally.

Content of N
otice.

The C
om

pany's C
PN

I policies require that custom
ers be notified of their rights, and the C

om
pany's 

obligations, w
ith respect to C

PN
I prior to any solicitation for custom

er approval.  A
ll required custom

er 
notices (w

hether w
ritten, oral or electronic) com

ply w
ith the requirem

ents of R
ule 64.2008.  The C

om
pany 

m
aintains records of all required custom

er notices (w
hether w

ritten, oral or electronic) for a m
inim

um
 of 

one year. 



N
otice Requirem

ents Specific to O
pt-O

ut

The Com
pany does not currently solicit "opt out" custom

er approval for the use or disclosure of C
PN

I.  
The C

om
pany does not use C

PN
I for any purpose (including m

arketing com
m

unications-related services) 
and does not disclose or grant access to C

PN
I to any party (including to agents or affiliates that provide 

com
m

unications-related services), except as perm
itted under 47 U

.S.C
. § 222(d) and R

ule 64.2005. 

Notice Requirem
ents Specific to O

pt-In

The Com
pany does not currently solicit "opt in" custom

er approval for the use or disclosure of C
PN

I.  
The Com

pany does not use, disclose or grant access to C
PN

I for any purpose, to any party or in any 
m

anner that would require a custom
er's "opt in" approval under the Com

m
ission's C

PN
I R

ules.  

Notice Requirem
ents Specific to O

ne-Tim
e U

se of C
PN

I



In instances w
here the C

om
pany seeks one-tim

e custom
er approval for the use or disclosure of C

PN
I, the 

C
om

pany obtains such approval in accordance w
ith the disclosures, m

ethods and requirem
ents contained 

in R
ule 2008(f). 

The C
om

pany’s billing system
 allow

s authorized com
pany personnel to easily determ

ine the status of a 
custom

er’s C
PN

I approval on the custom
er account screen prior to the use or disclosure of C

PN
I. 

The C
om

pany has established C
PN

I com
pliance policies that include em

ployee training on restrictions on 
the use and disclosure of C

PN
I and required safeguards to protect against unauthorized use or disclosure 

of C
PN

I.  E
m

ployees have signed that they understand the C
PN

I policies and a violation of those policies 
w

ill result in disciplinary action.   

The C
om

pany’s C
PN

I policies require that all sales and m
arketing cam

paigns including those utilizing 
C

PN
I be recorded and kept on file for at least one year.  R

ecords are also m
aintained for disclosure or 

access to C
PN

I by third parties.  The records include the required inform
ation listed in R

ule 64.2009(c). 



The Com
pany’s C

PN
I policies require em

ployees to obtain approval from
 the C

om
pany’s C

PN
I 

C
om

pliance O
fficer for all m

arketing cam
paigns, including those utilizing C

PN
I, prior to initiating the 

cam
paign.  Record of the m

arketing cam
paigns, along w

ith the appropriate supervisory approval is 
m

aintained for at least one year.   
   The required officer certification, actions taken against data brokers and sum

m
ary of custom

er com
plaint 

docum
ents are included w

ith this accom
panying statem

ent.  The C
om

pany w
ill file these docum

ents on an 
annual basis on or before M

arch 1 for data pertaining to the previous calendar year. 

The Com
pany’s C

PN
I policies include a process to provide the required w

ritten notice to the Com
m

ission 
w

ithin five business days of an opt-out m
echanism

 failure that is m
ore than an anom

aly.  The procedure 
m

eets the requirem
ents listed in R

ule 64.2009(f).   

Safeguarding C
PN

I

The C
om

pany’s C
PN

I policies and em
ployee training include reasonable m

easures to discover and protect 
against activity that is indicative of pretexting and em

ployees are instructed to notify the C
PN

I C
om

pliance 
O

fficer if any such activity is suspected.   

Telephone access to CPN
I



The C
om

pany’s C
PN

I policies ensure that a custom
er is only able to access call detail inform

ation over 
the telephone in one of the w

ays listed in R
ule 64.2010(b).  If the custom

er cannot rem
em

ber their 
passw

ord, they are prom
pted to answ

er a security question.  N
either the passw

ord nor the security question 
are based on readily available biographical inform

ation or account inform
ation.  C

ustom
er service 

representatives are instructed to authenticate custom
ers over the telephone in all instances except in the 

case w
here the custom

er provides the call detail inform
ation w

ithout the assistance of the C
om

pany.   
   

O
nline access to C

PN
I

The C
om

pany’s C
PN

I policies require custom
er authentication w

ithout the use of readily available 
biographical inform

ation or account inform
ation prior to initially gaining access to an account online.  

O
nce the custom

er is authenticated the custom
er is required to use a passw

ord to obtain online access to 
C

PN
I.

In-Store access to C
PN

I

The Com
pany’s C

PN
I policies allow the Com

pany to disclose call detail C
PN

I to the custom
er at a retail 

location after presenting a valid photo ID
 that m

atches the custom
er’s account inform

ation.       

Establishm
ent of a Passw

ord and Back-up Authentication M
ethods for Lost or Forgotten 

Passwords

The Com
pany’s C

PN
I policies allow for a few w

ays to establish a passw
ord, all of w

hich ensure 
com

pliance w
ith the above paragraph.  E

ach m
ethod also allow

s the custom
er to establish a back-up or 

security question in the event that they forget their passw
ord.  In no event does the C

om
pany use readily 

available biographical inform
ation or account inform

ation as a back-up question or as a m
eans to 

establish a passw
ord or authenticate the custom

er.   

Notification of account changes

The C
om

pany’s billing system
 autom

atically generates a notification w
hen any of the fields listed in R

ule 
64.2010(f) are created or changed.  The Com

pany then im
m

ediately notifies the custom
er through carrier-

originated voicem
ail or text m

essage to the telephone num
ber of record, or by m

ail to the address of record 
(never a new address) w

hen required by R
ule 64.2010(f).  The content of the notification com

plies w
ith 

the requirem
ents of R

ule 64.2010(f). 



Business 
C

ustom
er 

Exem
ption

The C
om

pany does not utilize the business custom
er exception at this tim

e. 

Recordkeeping

The C
om

pany has policies and procedures in place to ensure com
pliance w

ith R
ule 64.2011.  W

hen it is 
reasonably determ

ined that a breach has occurred, the C
PN

I Com
pliance O

fficer w
ill notify law 

enforcem
ent and its custom

er in the required tim
efram

es.  A
 record of the breach w

ill be m
aintained for 

a m
inim

um
 of tw

o years and w
ill include all inform

ation required by R
ule 64.2011.  


